TECHNICAL MS ISO/IEC/TR

REPORT 30164:2020
First edition
2023-02-25
Internet of things (IoT) — Edge
computing

ICS 35.020

Mauritius Standards Bureau
Moka

© MSB 2023



MSISO/IEC/TR 30164:2020

National foreword

This Technical Report is identical with the International Technical Report
ISO/IEC/TR 30164:2020, Internet of things (loT) — Edge computing. It was adopted by the
Mauritius Standards Bureau on the recommendation of the Information Technology
Standards Committee. The standard was approved by the Standards Council on

18 January 2023 and notified in the Government Gazette on 25 February 2023*.

For the purposes of this technical report the following change should be made:

- the ‘decimal comma’ should be replaced by the ‘decimal point’.

*General notice No. 241 of 2023

COPYRIGHT PROTECTED DOCUMENT

© MSB 2023

All rights reserved. Unless otherwise specified, no part of this publication may be
reproduced or utilized otherwise in any form or by any means, electronic or
mechanical, including photocopying, or posting on the internet or an intranet,
without permission in writing from Mauritius Standards Bureau at the address
below

Mauritius Standards Bureau

Villa Road

Moka

Mauritius

Telephone +(230) 433 3648

Fax +(230) 433 5051/ 433 5150
E-mail msb@intnet.mu

ii © MSB 2023 - All rights reserved



—-2- ISO/IEC TR 30164:2020 © ISO/IEC 2020

CONTENTS

O T T 1 I PP 4
1 S T oo o 1S 5
2 NOrMative referENCES .. o 5
3 Terms and definitions ... 5
4 AbbBreviated termMS .o e 6
ST O 1Y T PP 8
5.1 LY 7= = Y 8
5.2 1070704 4aTeT 0 I eToY a oT=T o) -3 8
5.3 General concepts of edge COMPULING ...c..iiniiiii i e 9
5.4 Example characteristics of edge computing...........ccccoiii i 12
5.5 StAKENOIAEIS ... s 12

Y A 1= 1 o T 1 | £ P 14
6.1 Conceptual VIEWPOINT ... .. e e 14
6.2 Technology VIEWPOINt.. ..o e o e 15
6.2.1 GENEIAL .. e s 15
6.2.2 Cloud COMPUEING .. ceneeiie e e e e 15
6.2.3 Centralized data CeNIreS ... oo e 16
6.2.4 MiICro data CeNtre .. .o e 18
6.2.5 Real-time in edge COmMpPULING ... i 18
6.2.6 Heterogeneous COMPULING ... e 19
6.2.7 Software defined network (SDIN) ... ..o 20
6.2.8 Lightweight operating systems ... 20

6.3 Functional VieWpoint .. e 20
6.3.1 (7= a1 Y PP 20
6.3.2 Data interoperability .o . .. 21
6.3.3 N T Ao ] T T PR PRPPR 22
6.3.4 SECUNItY AN PriIVACY ..ouieniii e e 22

6.4 Deployment VieWpOiNt ... e 26
6.4.1 7= 1T T PP 26
6.4.2 Edge computing three-tier deployment model ..o, 26
6.4.3 Edge computing four-tier deployment model ..o 27

A O E- = T o7= 1T PP 28
7.1 LT a1 = PP 28
7.2 SMart @leValOr .. e 29
7.2.1 Description of the USe CaSe ..o 29
7.2.2 Diagram of the USEe CaSE .....civiiiii i 29
7.2.3 Technical details. .. ..o 30

7.3 Smart Video MONITOMING ...uiiiii e 30
7.3.1 Description of the USe CaSe ..o 30
7.3.2 Diagram of the USEe CaSE .....civiiiii i 31
7.3.3 Technical detailS.. ... 31

7.4 Intelligent transportation SysStems...... ..o 32
7.4.1 Description of the USE CASE ....ceviiniiiii i, 32
7.4.2 Diagram of the USE CaSe .........iiiiiii i 33
7.4.3 Technical detailS.. ... 34

7.5 Process control in the smart factory ... 34



ISO/IEC TR 30164:2020 © ISO/IEC 2020 -3 -

7.5.1 Description of the USE CASE ....ceviiniiiiiii e, 34
7.5.2 Diagram of the USE CaSe .........iiiiiii i 35
7.5.3 Technical details. .. ..o 36

7.6 Centralized monitoring of power plants (CMPP) ........cooiiiiiiiee e, 36
7.6.1 Description of the USe CaSe . ..coiiiiiii e 36
7.6.2 Diagram of the USE CaSE .....iviiii i 37
7.6.3 Technical details. .. ..o e 38

7.7 Automated crop monitoring and management system..............coiiiiiin e, 38
7.7.1 Description of the USE CASE ....ceuiiniiiiii e 38
7.7.2 Diagram of the USEe CaSe .........iiiuiiiiii b 40
7.7.3 Technical details. ... e 40

7.8 Smart lighting System. ... i 41
7.8.1 Description of the USE CASE ....ceviiniiiiiii e e e 41
7.8.2 Diagram of the USE CaSE .....civiiii i e 42
7.8.3 Technical details. ... e i e 43

71 [T o = o 2 V78 PP 45
Figure 1 — loT edge computing conceptual model ... oo i 14
Figure 2 — Container virtualization on a host system ..........cio i 17
Figure 3 — Lightweight OS architecture ..., 20
Figure 4 — Software defined network architecture.............coooi i, 22
Figure 5 — Edge computing three-tier deployment model............ccoooiiii 27
Figure 6 — Edge computing four-tier deployment model..............cooooiiiiiiii 28
Figure 7 — Concept of a smart €levator ..o 30
Figure 8 — Concept of video monitoring with edge computing............coooiiiiiiiiiiiiiin e, 31
Figure 9 — Concept of intelligent transportation systems with edge computing ...................... 34
Figure 10 — Example concept of the smart factory using 10T ..., 36
Figure 11 — Concept of centralized monitoring of power plants.............ccocooiiiiiiiiiiiii e, 38
Figure 12 — Concept of automated crop monitoring and management system ....................... 40
Figure 13 — Logical model: connectivity between various components ...........ccc.ccoiveiiineennnen. 42
Figure 14 — Deployment model: single loT gateway controlling multiple smart lights ............. 43
Table 1 — Example networking table...........oo 10
Table 2 — Capabilities of some 10T entities. ... .o 11
Table 3 — Technical details of the elements in the smart elevator use case........................... 30
Table 4 — Technical details of the elements in the video monitoring use case ....................... 32
Table 5 — Technical details for the intelligent transportation use case..............cccociviiiinnn. 34
Table 6 — Technical details for the smart factory use case ..........ccooviiiiiiii 36
Table 7 — Technical details of the CMPP USE CaSe......c.viiuiiiiiiiiie e 38
Table 8 — Technical details of automated crop monitoring and management system ............. 40

Table 9 — Technical details of the smart lighting use case............cc..ooiiii 44



1)

2)

3)

4)

5)

6)

7)

8)

9)

-4 - ISO/IEC TR 30164:2020 © ISO/IEC 2020

INTERNET OF THINGS (loT) - EDGE COMPUTING

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have
established a joint technical committee, ISO/IEC JTC 1.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested IEC National Committees and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted by
IEC National Committees and ISO member bodies in that sense. While all reasonable efforts are made to ensure
that the technical content of IEC, ISO and ISO/IEC publications is accurate, |[EC or ISO cannot be held
responsible for the way in which they are used or for any misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees and ISO member bodies undertake to
apply IEC, I1SO and ISO/IEC publications transparently to the - maximum extent possible in their national and
regional publications. Any divergence between any ISO, IEC or ISO/IEC publication and the corresponding
national or regional publication should be clearly indicated in the latter.

ISO and IEC do not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. ISO or IEC are not responsible for
any services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts
and members of their technical committees and IEC National Committees or ISO member bodies for any personal
injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including
legal fees) and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any
other IEC, ISO or ISO/IEC publications.

Attention is drawn to the normative references cited .in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this ISO/IEC publication may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC and ISO technical committees is to prepare International Standards.
However, a technical committee may propose the publication of a Technical Report when it has
collected data of a different kind from that which is normally published as an International
Standard, for example "state of the art".

ISO/IEC TR 30164, which is a Technical Report, has been prepared by subcommittee 41:
Internet of Things and related technologies, of ISO/IEC joint technical committee 1: Information
technology.

The text of this Technical Report is based on the following documents:

Enquiry draft Report on voting
JTC1-SC41/110/DTR JTC1-SC41/120/RVDTR

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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INTERNET OF THINGS (loT) - EDGE COMPUTING

1 Scope

This document describes the common concepts, terminologies, characteristics, use cases and
technologies (including data management, coordination, processing, network functionality,
heterogeneous computing, security, hardware/software optimization) of edge computing for loT
systems applications. This document is also meant to assist in the identification of potential
areas for standardization in edge computing for loT.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO/IEC 20924, Internet of Things (loT) — Vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 20924 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1

edge

boundary between pertinent digital and physical entities, delineated by networked sensors and
actuators

3.2

edge computing

distributed computing that takes place at or near the edge, where the nearness is defined by
the system's requirements

3.3

software defined network

SDN

network designed, built and managed with separation of the control plane from the forwarding
plane and abstraction of the underlying infrastructure, enabling efficient network management
and utilization

3.4

personally identifiable information

Pl

information that (a) can be used to establish a link between the information and the natural
person to whom such information relates, or (b) is or can be directly or indirectly linked to a
natural person


http://www.iso.org/obp
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